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fve g, PRas, SaR—342 037, 1o, WRd

National Institute of Fashion Technology
Ministry of Textiles, Govt. of India

NIFT Campus, Karwar, Jodhpur-342 037, Rajasthan, India

15631/1T/Internet Connectivity/Campus Wi-Fi Date: 07/08/2025

“fae Fraqy URER (FRES) | ATE-WTs STETEHT shi ATIRT § TC ITRIUN hT FATTAT/I~E, AR
HHTITT o Torg Teent geiferat / foret oft st ar e (|reeitaes & o Sush-diued) o s i
arfireattr (Fanems) st it STt 2/

“Invites Expression of Interest (EOI) from Govt Agencies /Any
Central or State (Public sector undertaking-PSUs) for Supply,

Installation and Commissioning for New Installation/Upgradation Wi-Fi Infrastructure

at NIFT ,Campus Karwar, Jodhpur”
Expression of Interest(EOI) SCHEDULE

SATHATS SATHAV o JehTyH <t ferfdy/ 07/08/2025,
Date of publication of inviting EOI 4:00 PM

$ANTE ST 1SS A shl fafer/ 07/08/2025
Date from which EOI document can be downloaded 4:00 PM

$3TIATS TGS o o afefi-udt fafer s @/Pre-Bid Date & Time 13/08/2025
for EOI Document (11:00 AM)
SIS ST S ot ifam fafy/ 29/08/2025
Last date for EOI Submission Date & Time (4:00 PM)
$ATATS gEarast @ier 1 fafer o7t w9/ 29/08/2025
Date and time of opening of EOI Document (4:30 PM)

To0F AUHRT TSITEET/®hs ot s A1 T (WEST+h & T STsHH-TTER) 3T 3TT-STeRT Hidss THhl H ST $3T131T3 ST
X THA &, e W3 T NEEA & e e darstt § Swe i T A, U s § Jeddh S % ' ae
fedié st gut forems & as-wrd TR Y 7 T/ 3T R & o oo SEe % are-ay e g of
foran & fAeT T "THATSURS, HUE A , SIUUE H ATE-FIE SRR o 75 TATOHT/IET I HHINIHT & g $reTs’
forar 2 =nfew/Interested Govt agencies /Any Central or State (Public sector undertaking-PSUs)
may submit their EOI in two separate sealed envelopes with profile of the organization
indicating experience in similar services, Survey report along with the network diagram in one
envelope, and the budgetary estimate for New Installation/Upgradation and Commissioning of
Wi-Fi Infrastructure along with service charges in the other envelope. The covers shall be

superscribed as ‘EOI for New Installation/Upgradation and Commissioning of Wi-Fi
Infrastructure at NIFT, Campus Karwar, Jodhpur.

ST fABTRT T T 3 9 fows 7 wae Fefafad & awer weqa e smem/Both the covers shall be put into

another large cover and submitted to:
wa sttt /Purchase Officer,

T e senfieht weer /National Institute of Fashion Technology,
v strerge ufter (@) NIFT Campus, Karwar, Jodhpur- 342037, Rajasthan, India

EOI Document is available on NIFT website https://nift.ac.in/jodhpur/tenders.

I accept the above Terms and Conditions
(Full Signature of the agency)
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e 3@ dotted Traw ¥ 19 Uz ¥ ofR diefiararett ¥ sy ¥ fF ¥ @it uut w gEarer wi/Note: This EOI

document contains 19 pages and bidders are requested to sign on all the pages.
1. wearaar /Introduction:

Tt e renfieht weae (Fue) fe sifafem 2006 s/ mfda weh Sunfies e @ ot 38 Wi TR & a9

AT ST B TENEhT o & § R ST SEUM % SR AR ek % fog wenfud form mn 81 Fee s 19
IR o e o WEHH ¥ R AW H Gy Iadry shi Rre Ya Fr 21 Fue s gedred 78 foeed § @ oA g6k

IR ST, ST, a3, 3, Tl TR, 2aUemE, SEq, Hiel, R, s, §a3, 95 Ko, TeT,
daed, e, R, siwr o awoe # fug d/National Institute of Fashion Technology

(NIFT) is a statutory Body governed by the NIFT Act 2006 & set up by the Ministry of
Textile, Govt. of India for the promotion and development of education and research in
field of Fashion Technology. NIFT provides Fashion business education across the
country through its network of 19 campuses. NIFT has its head office at New Delhi with
its campuses located at Bengaluru, Bhopal, Bhubaneswar, Chennai, Daman, Gandhi
Nagar, Hyderabad, Jodhpur, Kangra, Kannur, Kolkota, Mumbai, New Delhi, Patna,
Punchkula, Raebareli, Shillong ,Srinagar and Varanasi.

T, Sree after i st a 2010 @ i 75 off 3 g 5 (9) T AR 1 () Saene wrRiswAr 1 e
YEM AT 8| BTAlh e, et &1 qad 9i@x 2015-16 & Fawn, Saq § 10 €l 9¢ 9eq # Tmiana &
i 21/NIFT, Jodhpur campus was established in the year 2010 and imparting education to

5 (Five) undergraduate and 1(One) post graduate programmes. However the present
campus of NIFT, Jodhpur has been shifted in its permanent new building in 2015-16 at
Karwar, Jodhpur.

2. i <ht srfireate (Seitaars) armweor g==1/Notice Inviting Expression of Interest(EOT)
Too% TR TSireEt/@E ot FEE A TS (A & T SUmA-eey) & STer-3Te Hiase feet § st
33T ST L | &, oW E1aT 1 TR 8, S wHe Jearstt § S SuiEn T 8, U Gwh § Aedh
SR o AT Feeror RUIE S qut forhrh o aS-whig SShTegera ol T3 TATOHT/S=1 AR el & forg srsidh
HIAE & @8 HAT Yok o B TR W TAETHS, FoE AR, SO § AE-6E ShgE 6 T3
T/ SR KR o fo7g gentens’ foran g1 =nfew) G ol 1 wh @t o1 forers o srem Fefofaa
gd W s s &/ Interested Govt agencies/Any Central or State (Public sector undertaking-

PSUs) may submit their EOI in two separate sealed envelopes with profile of the
organization indicating experience in similar services, Survey report along with the
network diagram in one envelope, and the budgetary estimate for New
Installation/Upgradation and Commissioning of Wi-Fi Infrastructure along with service
charges in the other envelope. The covers shall be superscribed as ‘EOI for New
Installation/Upgradation and Commissioning of Wi-Fi Infrastructure at NIFT , Campus
Karwar, Jodhpur. Both the covers shall be put into another large cover and submitted to:

wa atfarei/Purchase Officer,

TS I SEIRTehT wea, v uier, wae , sraue- 342037, e, Wi

National Institute of Fashion Technology, NIFT Campus, Karwar, Jodhpur- 342037,
Rajasthan, India

3. UATER vAT: W e STenfirehT s, e g, e, Sre-342037, e, ardl
Correspondence Address: National Institute of Fashion Technology, NIFT Campus,
Karwar, Jodhpur-342037, Rajasthan, India.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Al 3 SIS U Felfera Torelt TaEtereor i Strarvarsha €, df Fee St o Frfafad stfeeriEt & gt ST w2l

If any clarification is required relating to this EOI, the same can be sought from the
following officers of NIFT Jodhpur.

* sheger gt e, straqu Computer Engineer, NIFT, Jodhpur, 0291-2659533,

-7 computerengg.jodhpur@nift.ac.in

* 5% fom fde, siraqe Aerser #9v Purchase Department NIFT, Jodhpur, 0291-2659571
i-fa:purchase. jodhpur@nift.ac.in

w1 T SAEarE (S31eTT) Hictsia [T # Seqd st ST =Tfe 37 g6ert 9aT 39 Wi & 8 :-The Expression
of Interest (EOI) should be submitted in sealed envelopes and address:-

w9 faamr /Purchase Officer,
T Ty wrenfirehT weem /National Institute of Fashion Technology,
frwe strage , was ai@w , NIFT Campus, Karwar, Jodhpur- 342037, Rajasthan

. A. Technical Cover shall contain:

1o et / Tt off S a as (WSt am % SusA-dieed) 1 Swsel/Profile of the Govt
agencies /Any Central or State (Public sector undertaking-PSUs).
11.3T-TS STpRegarer sh1 TTOAT TR FHHIRTT o & | STWa 1 forewor 3R uoielt o $3iieTTs awamest o 3feafiad
AT AT qebfteht fafrearett =1 srgre s & /Experience details in the field of Installation
and Commissioning of Wi-Fi Infrastructure and agency has to comply the technical
specification of goods which is mentioned in EOI Document.
e o T o &9 § e o ant (2022-2023, 2023-2024 31k 2024-2025) F @t i wfa /Copy
of Accounts of the last three years (2022-2023, 2023-2024 and 2024-2025) in proof of
turnover.
ii1.fafre &= 1 ST % foTT e/ qeHisht StRIfeh st Saereuar a faawer /Details of availability of
skilled/technical manpower to handle the specific area.
iv.30 smerr it o7ef @ b wma ot oft sheft/se gt 6 S Ster e @ e wed % fowg i wwen/Sie &
& i 1 21 /Undertaking to the effect that the organization had not been blacklisted at

any time and no case/inquiry has been registered against the organization.
v.fmtar o wfeesor wi it afa /Copy of manufacturer’s Authorization Form.

B. z@ forwms # freafoRea o wnfirer 2R /The second cover shall contain:

1. wer wonfeEt afed dqol gomelt A wle, T AR FHRMT % T Aear asidE SgAE| wrEteE
IRl AR 3gd asied @ & fiat enfl/Item wise budgetary estimate for procuring,
installation and commissioning of the entire system including support systems. Actual
cost of implementation shall be within the budgetary cost quoted for.

2. wed % fag siEt @am e /Agency Service charge for the organization.

3. 0% Wed FIAM YW A & (¢ THSATSUHS gL GREX & g6 g S |15 1 T F Hohd
&)/Interested organizations may survey the site with prior intimation to the NIFT
Jodhpur campus, for providing the estimate.

4. weAee i sTavEshdr 1 faawor @@ 21/Requirement details of layout are attached.

I accept the above Terms and Conditions
(Full Signature of the agency)
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. saftare st FEm it wid /EOI Terms and Conditions:

. Tawe Sy afer aftet § aTE-rE ST A T3 TTOT/IE SR FHT % Friaed F O A et a6

1 Yereher A Al foshedt i @ o @1 81I/NIFT Jodhpur Campus is currently exploring options

offering cost-effective solution for implementing new installation/Upgradation and
Commissioning of Wi-Fi equipment in Campus.

AT STToqE TR 5 STE-18 sh1 ST/ 3T FHHITT o T HalT Yok o |1 TEIaH §9d S ST S8 L
o fore aeerTdt wSifeEt / fopelt off el o Toa (WTESe & o SUsRA-TTee) i ST foram ST 81 3@ afeEsEr %
T et weift / forelt ot Shsi A T (WTesTeh &1 o ST Ue]) TSR o Termen foRel o= W foem w
foram smem/Govt agencies /Any Central or State (Public sector undertaking-PSUs) are invited

for providing the best possible Budgetary Estimation with Service Charges for installation
/Upgradation and Commissioning of Wi-Fi in NIFT Jodhpur Campus.

No other than (Govt agencies /Any Central or State (Public sector undertaking PSUs)
agencies will be entertained for this project.

. ST T 39 SR T W S 30T kT AT BT Scold AT BRI (S SSA0T hT JeraT FH T FA 6 A AT 369

sifis gt =few) The agency has to mention the Rate quotation validity on their budgetary

proposal(Validity of rate quotation should be at least 6 months or more)
T T gSNeATs/ e foe qeater i e wieta % = 2I/EOL/Execution of the proposal is

strictly subject to getting financial approval of NIFT Head Office.
el TSI AT 3T-HOTTora, UTesh HERIdT S THUETT, & STTaR et afed €0l Joreft & deter S Seed & fag
e i The successful agency shall be responsible for operations and management of the

entire system including its sub systems, customer support and responsibility as per SLAs.
|l ST 1 I8 AT 1 8 foh S STl & fTg Iresh ST e foReT ST 8, 3R 5 9w qul ST R

ST 3R 3= 3 99 Y Sy HEEe Tl % Jiartd war st aar OEM @ sqie gg™dr 96 g 3K 39 SfatYy
(= foxarid otafer) & sid # umes @ swaand # fen smom, afe wE &n/The successful agency must

ensure that the equipment for which the payments are made by the client shall at all times
be fully insured and be kept under comprehensive onsite warranty of 3 Years and upgrade
support from OEM and the same shall be transferred to client at the end of the term (or the
extended term) if any.

TS ST SeM g T wft 3wer o € OEM & 8 =1ieT ST elt/Aeash R e § 311 el ao dtaerae
=Faq 10GbE wrger sAfftesa et (v 3 @ oo 2 fia=) &+t =nfew)/All the equipment provided by the

agency must be from the same OEM and connectivity should be minimum 10GbE fiber
optics cable (layer 3 to layer 2 switches) from the server/network controller room to other
buildings.
T TG T ST % A Hhel TSTHT SUHT hT =St HEie Rufd § St % fow gend ® ot @ ww &
fore fmfaftaa woma SR Tet@Te et Yem &
39 THEIN T AT o S et ST ST ShT T=t el Reufa § ST e % for wema § o 39 3w & fog
frfafed wowa o wew@ma @91 e &eft /During the term of this agreement the successful
agency agrees to maintain the equipment in good working order and for this purpose will
provide the following repair and maintenance service:

I. a%ct TSiEt Iushtor § forelt off Q1Y ofit famherar =t ek ot ot oeft el feaat & Tmesh & =T S B 6 S

ST o T AT STV AT AT AoHa SR whoeemad st/ The successful agency shall correct any

faults and failures in the equipment and shall repair and replace worn or defective parts
of the equipment during Client's normal working hours on all working days.

I1. & At % STEt IueT o STTART T ol Saei sl STTaTIshal &, Tha TSET UH W 3 TTee i i3 ST h
amd fu for, foege qQ WA A1 yeRM AU Wml % weqed Wi @ seert/In cases where

I accept the above Terms and Conditions
(Full Signature of the agency)
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unserviceable parts of the equipment need replacement, the successful agency shall
replace such parts at no extra cost to Client, with brand new parts or those equivalent
to new parts in performance.

M1 wsiet 77 +ff gfea ot foF S foret off @ @ adw it ##f & Fror sie 7 @/ The agency shall
further ensure that the equipment is not down at any time for want of spare parts.

9. Tt e STEE 3R FaT Yok e Sieq afer § u dieee foes § s s wkdt 21/ The agency may

10.

11.

12.

13.

14.

submit the budgetary estimate and service charges in a sealed envelope at NIFT Jodhpur
Campus.

TSt 0291-2659533 W qd goAT I AW YW A & T Arge 1 waar s weRdt @ The agency

may survey the site for providing the estimate with prior intimation at 0291-2659533

T TR TSR/t oft et A e (S & o STshE-due) Tt $eiiens i fom (e S afer),
T de Wenfeh d@eaw, wRan ufwer, S, 342037 @ weifha @ wwd d)/Interested  Govt
agencies/Any Central or State (Public sector undertaking-PSUs) may submit their EOI may
be addressed to the Purchase Department (NIFT Jodhpur Campus), National Institute of
Fashion Technology, Karwar Campus, Jodhpur, 342037.

aTE-1S 3T (@R STk fftera wreer) 1 foreqa foramor, foreht frve e g St 1 i @ o e Sty afer
w1 wemse Waw @1/The detailed specification of Wi-Fi equipment (Active and Passive
Component) which is vetted by the NIFT Head Office and the layout of the NIFT Jodhpur
campus is attached.

TSTE/SITTRT 3T SSTI3TS AR § 9T & | U W18 W ST i o G I I a8 W WHE @hd © AR Al =1 ar
vt w9 weRd @1/The Agency/representative may visit the site and understand the scope of
work completely before participating in the rate EOI process same and seek clarifications if
so desired.

A USA- | TstHt Rt i el feuifore ST e e ST St o g 1 5% e SR e $eiege
Y ST S % ga § A foR smem) 3w feife W A e o A woeE faenfe e et
afeq smqfderal % wft wfaerors afieEt & 9@ e A ae @ e fet A safy F fag Sw @ =ifew/The

successful L-1 agency has to furnish Performance Security Deposit which will be 5 % of the
value of the contract as refundable in favour of the "National Institute of Fashion
Technology Jodhpur". No interest shall be payable on this deposit. Performance Security
should remain valid for a period of sixty days beyond the date of completion of all
contractual obligations of the supplier including warranty obligations.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Page No. 6/19

List of Active Part with their Qty.
Sr.No. | Items/Description Qty Unit(in Nos.)
1 | Wireless Controller 1 Nos.
2 | Layer 3 Switch (Core Switch - 24 Port) 1 Nos.
3 Layer 2 Switch (48 Port) 1 Nos.
4 Layer 2 Switch (24 Port) 8 Nos.
5 Layer 2 Switch (12 Port) 7 Nos.
6 | Layer 2 Switch (8 Port) 25 Nos.
7 Wireless Access Point (Indoor) 180 Nos.
8 Wireless Access Point (Outdoor) 3 Nos.

I accept the above Terms and Conditions

(Full Signature of the agency)
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Name of the Equipment : Wireless Controller

General Specifications

Wireless controller should support 250 AP and 5000 clients from day 1 and can be
upgraded to 500 AP support with 10000 clients without any hardware change.

Hardware:

The controller shall support deployment flexibility without compromizing any features

The controller shall support min 5 Ghps tunneling capacity and shall be upgradable to 10
gbps.

The controller shall support 2x 10G/Multigigabit fiber uplink.

Wireless Controller shall support link aggregation and load sharing between Access Point to
WLC links

The controller shall support hardware encrypted data plane between Access Point and
Controller

® The controller shall be proposed with complete feature set including licensed feature
i v ili

+ High Availablilty mode shall support controller inline data plane mode as well as local
switching mode and Mesh mode

e High Availability mode shall allow geographically dispersed installation between Controllers

* The controller failover shall not trigger client de-authication and re-association

e The controller shall support hot WLC software patching for fixing bugs

» The controller shall support hot AP software patching for fixing bugs

e The contrroller shall support new AP hardware without need for upgrading entire
controller software.

¢ The controller shall support rolling AP upgrade

e The controller shall support rolling AP upgrade wihtout need for clustering

® The redundant Controller shall sync Access Point and Client Status, including DHCP IP lease
status

e Access Point shall be able to proactively distributes Client connection before and after
association and tracking client condition in real time using data packet RSSI

e The controller shall support standard-based, secure AP-Controller data&control protocol
like CAPWAP. protocol that has known vulnerability like PAPI cannot be used.

¢ The controller shall support Inter-Controller Wireless Roaming

e The controller shall maintains per-user Application usage and shall be able to exportit for
network analytic.

e The controller shall support Multi Languages options from embedded GUI Management

s The controller shall provide per-Client Connection Scoring and provide reasoning of Client
Connection Score

® The controller shall support Cellular offload using IPv6 tunneling to Mobile Core network

7/19

I accept the above Terms and Conditions

(Full Signature of the agency)
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RF management:

e The controller shall be able to support multiple RF Management profile per group of APs,
including Transmit Power Control and Dynamic Channel Assignment on both 2.4GHz and
5Ghz

e The controller shall be able to identify and avoid interferers with network performance
impact analysis report

® The controller shall support optimized, automatic channel width (20~160Mhz) selection
over 5GHz, 802.11ac

e Mesh AP nodes shall provide quick convergence and fast failover to new root mesh node
e Mesh Backhaul interface shall support full duplex operation using wired daisy chaining

® Mesh AP shall support fast roaming for Wired-client through wired-to-wireless bridge client
Application Recognition and Control

e The controller shall support per-user and per-WLAN based application recognition and
control that throttle usage by rate-limiting

e The controller application recognition technology shall support exporting to 3rd party
compatible format, such as NetFlow v9

e The controller shall provide policy-based mDNS gateway including chromecast gateway

s The contorller shall support new application signatures without upgrading controller
software

BYOD & Security:

¢ The controller shall provide Device Profiling using mutlple profiling methods to reduce
false-detection

¢ The system shall provide secure onboarding service for both employee and guest based on
standard-based security protocol

e Proposed system shall not use public cloud as user data repository

e The controller shall be able to embedded custom web portal page (HTML) to fully customize
user experience without additional cost or extra box

e The controller shall provide rule-based rogue classification and automatically run rogue
mitigation action

e The controller shall be able to detect employee device connection to Rogue Access Point and
contain it automactically. It should also support protection from Honeypot or Evil twin.

+ The controller shall support Content Security using DNS integration, Web Classification shall
be fully customizable

s The system shall support control plane encryption on both IPv4 and IPvé

e The Controller's image upgrade shall be done through secure, encrytped transport

e The controller shall be able to provide unique pre-shared keys to the devices that do not
support the 802.1x security protocol

e The controller shall support Identity PSK for onboarding

® The controller shall support identification & mitiogation of threas inside encrypted traffic

Network:

® The controller shall support mapping of specific VLANs to single SSID, depending on Access
Point location and user
Configuration:
e The controller shall support automatic VLAN assignment per SSID to load-balance user
connection.
e assigned VLAN pool shall be same as number of available VLAN in the system
s The controller shall support embedded best practice configuration profile and setup

® The controller shall support packet fragramentation between Access Point and controller
communication

I accept the above Terms and Conditions
(Full Signature of the agency)
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Name of the Equipment : Layer 3 Switch (Core Switch-24 Port)

General Specifications

General Features :

Switch should be 1U and rack mountable in standard 19" rack.

Switch should support internal hot-swappable Redundant Power supply from day1.

Switch should have redundant hot-swappable fans.

Switch should have minimum 6 GB RAM and 16 GB Flash.

Switch should have dedicated slot for modular stacking, in addition to asked uplink ports.
Should support for minimum 480 Gbps of stacking throughput with 8 switch in single stack.

Performance :

Switch shall have minimum 880 Gbps of switching fabric.

Switch shall have minimum 32K MAC Addresses and 1000 active VLAN.

Should support minimum 32K [Pv4 routes or more and 16K IPv6 routes or more.
Switch shall have 8K or more multicast routes.

Switch should support atleast 64K flow entries

Switch should support 128 or more STP Instances.

Switch should have 16MB or more packet buffer.

Functionality :

e Switch should support IEEE Standards of Ethernet: I[EEE 802.1D, 802.1s, 802.1w, 802.1x,
802.3ad, 802.3x,802.1p, 802.1Q, 802.3, 802.3u, 802.3ab, 802.3z & 1588vZ.

e Switch must have functionality like static routing, RIP, PIM, OSPF, VRRP, PBR and QoS features
from Dayl

e Should support advance Layer 3 protocol like BGPv4, BGPv6 , MPLS, VRF, VXLAN,OSPFv3, MP-
BGP

e Switch shall have 802.1p class of service, marking, classification, policing and shaping and
eight egress queues.

» Switch should support management features like SSHv2, SNMPv2¢, SNMPv3, NTP, RADIUS
and TACACS+.

e Switch should support IPv6 Binding Integrity Guard, IPv6 Snooping, IPv6 RA Guard, 1Pv6
DHCP Guard, IPv6 Neighbour Discovery Inspection and IPv6 Source Guard.

e Switch should support 802.1x authentication and accounting, IPv4 and IPv6 ACLs and
Dynamic VLAN assignment. Communication between switches should support encryption
using suitable protocols like MACSec/VxLAN/GRE tunnel or equivalent

e Switch must have the capabilities to enable automatic configuration of switch ports as devices
connect to the switch for the device type.

e During system boots, the system's software signatures should be checked for integrity. System
should capable to understand that system OS are authentic and unmodified, it should have
cryptographically signed images to provide assurance that the firmware & BIOS are authentic.

e Switch shall have modular OS to support application 3rd party application hosting

Interface:
e Switch shall have 24 nos. 10/25 SFP+ ports and additional 4 nos. it should be expanable to 28
in future

Certification:
e Switch / Switch’s Operating System should be tested for EAL 2/NDPP or above under
Common Criteria Certification.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Name of the Equipment : Layer 2 Switch (24 Port)

General Specifications

General Features :
e Switch should be 1U and rack mountable in standard 19" rack.
e Switch should support internal field replaceable unit redundant power supply from day 1.
e Switch should have minimum 2 GB RAM and 4 GB Flash.
e Switch should have dedicated slot for modular stacking, in addition to asked uplink ports.
Should support for minimum 80 Gbps of stacking thoughput with 8 switch in single stack.

Performance :
¢ Switch shall have minimum 128 Gbps of switching fabric and 90 Mpps of forwarding rate.
Switch shall have minimum 16K MAC Addresses and 250 active VLAN.
Should support minimum 11K IPv4 routes or more
Switch shall have 1K or more multicast routes.
Switch should support atleast 16K flow entries
Switch should support 128 or more STP Instances.
Switch should have 6MB or more packet buffer.

e Switch should support IEEE Standards of Ethernet: IEEE 802.1D, 802.1s, 802.1w, 802.1x,
802.3ad, 802.3x,802.1p, 802.1Q, 802.3, 802.3u, 802.3ab, 802.3z.

e Switch must have functionality like static routing, RIP, REP PIM, OSPF, VRRP, PBR and QoS
features from Day1.

e Switch should support network segmentation that overcomes the limitation of VLANSs using
VXLAN and VRFs,

e Switch shall have 802.1p class of service, marking, classification, policing and shaping and
eight egress queues.
Switch should support management features like SSHv2, SNMPv2c, SNMPv3, NTP, RADIUS
Switch should support 1Pv6 Binding Integrity Guard, IPv6 Snooping, IPv6 RA Guard, IPv6
DHCP Guard, IPv6 Neighbour Discovery Inspection

e Switch should support 802.1x authentication and accounting, IPv4 and IPv6 ACLs and
Dynamic VLAN assignment Switch must have the capabilities to enable automatic
configuration of switch ports as devices connect to the switch for the device type.

e During system boots, the system's software signatures should be checked for integrity. System
should capable to understand that system OS are authentic and unmodified, it should have
cryptographically signed images to provide assurance that the firmware & BIOS are authentic.

Interface
e Switch shall have 24 nos. 10/100/1000 Base-T ports and additional 4 x 1/10 Gig SFP+ ports
e All 24 port should support PoE (802.3af) and PoE+ (802.3at) with a PoE power budget of 720
W.

Certification:

e Switch / Switch’s Operating System should be tested for EAL 2/NDPP or above under
Common Criteria Certification.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Architectrure:

Performance Reguirements:

Name of the Equipment : Layer 2 Switch (12 Port)

General Specifications

Switch should have minimum 12 X Gig Base-T ports with additional uplinks 2 x 1G SFP and 2 x
1G copper ports

Switch should 12 Gigabit Ethernet(Full POE+), 2 x 1 Gig Copper and 2 x 10 Gig SFP+ with line
rate forwarding performance

IEEE Standards:

Switch shall have minimum 40 Gbps of switching fabric and 50 Mpps of forwarding rate.
Shall have minimum 14K MAC Addresses.
Shall have minimum 250 Active VLANs and 4,000 VLAN lds support

Quality of Service [00S) requirements and Security Features:

Should support IEEE Standards of Ethernet: IEEE 802.1D, 802.1s, 802.1w, 802.1x, 802.3ad,
802.3x,802.1p, 802.1Q, 802.3,802.3u, 802.3ab, 802.3z.

System Management and Administration:

Shall have 802.1p class of service, IP differentiated service code point (DSCP) and IP
precedence.

Switch should support marking, classification, policing and shaping. Should support strict
priority queuing.

Switch should support port security.

DHCP snooping to allow administrator to ensure consistent mapping of IP to MAC address
Dynamic ARP protection blocking ARP broadcasts from unauthorized hosts

IP source guard to prevent [P spoofing attacks

STP BPDU port protection to prevent forged BPDU attacks.

STP Root Guard to protect the root bridge from malicious attacks or configuration mistakes.
IPv6 First Hop Security.

Should support 802.1x authentication and accounting with Dynamic VLAN assignment.
Switch should support IPv4 and IPv6 ACLs, VLAN, Port and Time based access list with time
ranges.

Configuration and management through the CLI, GUI, console, Telnet and SSH
Switch should support SSHvZ.

Switch should support SNMPv2¢, SNMPv3 and Remote monitoring (RMON).
Network Time Protocol(NTP) or equivalent support

Switch should support AAA using RADIUS and TACACS+.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Name of the Equipment : Layer 2 Switch (8 Port)

General Specifications

Architectrure
e Switch should have minimum 8 X Gig Base-T ports with additional uplinks 2 x 1G SFP and 2
x 1G copper ports
e Switch should 8 Gigabit Ethernet(Full POE+), 2 x 1 Gig Copper and 2 x 10 Gig SFP+ with line
rate forwarding performance

Performance Requirements
* Switch shall have minimum 30 Gbps of switching fabric and 50 Mpps of forwarding rate.

e Shall have minimum 14K MAC Addresses.
e Shall have minimum 250 Active VLANs and 4,000 VLAN Ids support

IEEE Standards

¢ Should support IEEE Standards of Ethernet: IEEE 802.1D, 802.1s, 802.1w, 802.1x, 802.3ad,
802.3x,802.1p, 802.1Q, 802.3,802.3u, 802.3ab, 802.3z.

Quality of Service (QoS) requirements and Security Features

o Shall have 802.1p class of service, IP differentiated service code point (DSCP) and IP

precedence.

e Switch should support marking, classification, policing and shaping. Should support strict
priority queuing.
Switch should support port security.
DHCP snooping to allow administrator to ensure consistent mapping of IP to MAC address
Dynamic ARP protection blocking ARP broadcasts from unauthorized hosts
IP source guard to prevent IP spoofing attacks
STP BPDU port protection to prevent forged BPDU attacks.
STP Root Guard to protect the root bridge from malicious attacks or configuration mistakes.
IPv6 First Hop Security.
Should support 802.1x authentication and accounting with Dynamic VLAN assignment.
Switch should support [Pv4 and IPv6 ACLs, VLAN, Port and Time based access list with time
ranges.

Mm_M_aﬂ_Eement and Administration
Configuration and management through the CLI, GUI, console, Telnet and SSH
e Switch should support SSHvZ.
¢ Switch should support SNMPv2c, SNMPv3 and Remote monitoring (RMON).
e Network Time Protocol(NTP) or equivalent support

e Switch should support AAA using RADIUS and TACACS+.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Name of the Equipment : Wireless Access Point (Indoor)

General Specification

Access Point shall support 4x4 MIMO on both radio interfaces

Access Point shall be able to powered up using PoE (.af)

Access Point shall support assurance, packet capture, RF sensing capabilities

Access Point shall support application visibility and control

Access Point shall support encrypted traffic visibility

Access Point should have Bluetooth5 radio to support use casses of location, asset tracking
and analytics.

Access Point shall ship with metal-based mounting bracket for durability and reliability
Access Point shall be able to leverage current Access Point mount kit and cable conduit
Access Point shall support Console port that uses Standard Port (R]-45) type connection
Access Point should have 1x 100, 1000, 2500 Multigigabit Ethernet (R]-45) - IEEE 802.3bz
Access Point should have USB port for future requirement.

Must have atleast 3 dBi Antenna gain on each radios

Must Support data rate upto 5gbps.

Must support minimum of 23dbm of transmit power in both 2.4Ghz and 5Ghz radios. And
should follow the local regulatory Norms.

Must support AP enforced load-balance between 2.4Ghz and 5Ghz band.

Must incorporate radio resource management for power, channel and performance
optimization

Must have -93 dB or better Receiver Sensitivity.

Must support Proactive Key Caching and/or other methods for Fast Secure Roaming.
Must support Management Frame Protection.

Should support locally-significant certificates on the APs using a Public Key Infrastructure
(PKI).

Must support the ability to serve clients and monitor the RF environment concurrently.
Same model AP that serves clients must be able to be dedicated to monitoring the RF
environment.

Must be plenum-rated (UL2043).

Must support 16 WLANs per AP for SSID deployment flexibility.

Must support telnet and /or SSH login to APs directly for troubleshooting flexibility.
802.11e and WMM

Must support QoS and Video Call Admission Control capabilities.

Access point should be wifi 6 certified.

I accept the above Terms and Conditions

(Full Signature of the agency)
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Name of the Equipment : Wireless Access Point (Outdoor)

General Specification

Access Point shall support 4x4 MIMO on both radio interfaces and MU-MIMO technology
Access Point shall be able to support Multigigabit Ethernet, support up to 2.5 Gbps PHY
speed using single Cat5e or above(Cat6, Cat6a, Cat7) cable

Access Point shall be able to powered up using PoE (.af)

Access Point shall have dedicated radio/chipset for spectrum monitoring capabilities, WIPS
and off channel RRM without compromising and using the client serving radios.

Access Point shall ship with metal-based mounting bracket for durability and reliability
including accessories.

Access Point should have 1x 100, 1000, 2500 Multigigabit Ethernet (R]-45) - IEEE 802.3bz
uplink, 1x Gigabit Ethernet SFP uplink

AP must have standard R]-45 console port

Must have at least 6 dBi omni direction Antenna on each radios

Must Support data rate upto 3Gbps.

Must support minimum of 30 dbm of transmit power in both 2.4Ghz and 5Ghz radios. And
should follow the local regulatory Norms.

Must support AP enforced load-balance between 2.4Ghz and 5Ghz band.

Must incorporate radio resource management for power, channel and performance
optimization

Must have -97 dB or better Receiver Sensitivity.

Must support Proactive Key Caching and/or other methods for Fast Secure Roaming.

Must support Management Frame Protection.

Should support locally-significant certificates on the APs using a Public Key Infrastructure
(PKI).

Must support the ability to serve clients and monitor the RF environment concurrently.
Same model AP that serves clients must be able to be dedicated to monitoring the RF
environment,

Must support 16 WLANs per AP for SSID deployment flexibility.

Must support secure remote login to APs directly for troubleshooting flexibility.

Should support 802.11e and WMM

Must support QoS and Videa Call Admission Control capabilities.

Access point should be Wi-Fi 6 certified

The Access point shall be [P67 and NEMA rated

The Access point shall support operating temperature of -40 to 65°C

The equipment shall support up to 100 MPH sustained winds & 165 MPH wind gusts.
Wi-Fi AP devices and solution should support "IEEE-802.1x, WAP-2, WPA-3

Wi-Fi AP devices and solution should support for 802.1Q VLAN.

- Wi-Fi AP devices should facilitate auto channel allocation to avoid interfaces between APs.
Wireless solution should support dedicated management VLAN for configuration

The switching and wireless should be from same OEM

I accept the above Terms and Conditions

(Full Signature of the agency)
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List of Passive Part with their Qty.
Sr.No. Items/Description Qty Unit(in Nos.)
1 SC-LC Patch Cable 60 Nos.
2 Cat 6 UTP Cable 50 Box
3 Cat 6 24 Port Loaded Patch Panel 15 Nos.
4 | UTP Patch Cord (3 Mtr) 200 Nos
5 | UTP Patch Cord (1 Mtr) 200 Nos.
6 | 1/O with Gang box 200 Nos.
7 | 9 U Rack Wall Mount 15 Nos.
8 Conduit/Casing 1" 3000 Mtr

I accept the above Terms and Conditions

(Full Signature of the agency)
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SC-LC Patch Cable

Length shall be 1meter

All patch cords shall conform to ANSI/TIA-568C.3

Cable should be Single mode0S2 9/125y, Duplex type with bend insensitive
fiber G.657.A1

LSZH Sheath should comply flame test method as per 1EC 60332-1

Optical Performance of fiber patch cord:

Insertion Loss: maximum 0.15 dB

Return Loss: minimum 55.0 dB

All patch cords should be factory terminated and packed.

Should be RoHS Compliant

CAT-6 UTP Cable

Category 6 4 pair LSZH cable should be compliant with TIA/EIA- 568- C.2
Should be of 4 twisted pairs of 23 AWG solid conductors

Should support network line speed up to 1 Gigabits per second.

Shall be 4-pair Unshielded twisted pair with a cross filler/ isolator (+), meeting
Category 6 tested to 250 MHz or more

Should be ETL verified to TIA/EIA- 568- C.2 Category 6 standard for 250MHz
(ETL certificate to be enclosed along with the bid)

Mechanical Characteristics:

Construction: 4 pair unshielded cable should be constructed of 4 individual
pairs.

Conductor should be solid Copper

Conductor Size should be 23 AWG (0.57 + 0.2)

Insulator should be Polyethylene/Polyolefin

Jacket/ Sheath type should be LSOH (Low Smoke Zero Halogen)

NVP should be 65% or better

Delay Skew should be <45nS

Should be certified by ETL. All certificates must be attached along with Bid.

16/19

I accept the above Terms and Conditions

(Full Signature of the agency)
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CAT 6 24 Port Loaded Patch Panel

Should be supplied with individually replaceable 24 numbers Category-6 1/0
unshielded Jacks complying as per the ANSI/TIA-568C.2

Should be 19" rack mountable and of 1U height & complete with all mounting
accessories

Should have label holder/cover for identification of ports

IDC Connector plastic housing should be polycarbonate.

Operating Life should be Minimum 20 re-terminations and contact material
should be copper alloy.

Material should be CRS (cold rolled steel)

Should be supplied with integrated rear cable management shelf as for cable
strain relief.

Should have provision for better cable dressing at the rear

I /0 operating Life should be minimum 750 insertion cycles and contact
material should be copper alloy.

I/0 contact plating should be 50u Gold/ 50u Nickel minimum

UTP Patch Cord (1Mtr/3Mtr)

Category 6 Equipment cords (Length - 1 & 3 Mtr )

Conductors Should be of 4 twisted pairs of 24 AWG stranded copper for better
flexibility

Patch cords should conform to ANSI/TIA-568-C.2 for Cat 6

Should have R]-45 jacks with boot at both the ends.

All patch cords should be factory crimped and packed.

Should have LSZH jacket for safety

Plug Insertion Life should be Minimum 750 times

Shall be RoHS Compliant

I accept the above Terms and Conditions
(Full Signature of the agency)
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1/0 With Gang Box

e Should be conform to Category-6 as per ANSI/TIA-568-C.2

e Should be support network line speeds up to 1 Gbps

e 1/0 operating Life should be minimum 750 insertion cycles and contact
material should be copper alloy.

e 1/0 contact plating should be 50p Gold/ 50u Nickel minimum

e All information outlets for 22- 24 AWG copper cable should be use insulation
displacement connectors (IDC)

e Operating Life should be minimum 750 insertion cycles

e Operating Life should Minimum 20 re- terminations.

e Plastic Housing must be Polycarbonate, UL94V- 0 rated

e [/0should be terminated using industry standard with tool-less or punch
down method.

e Single square plate, 86mmx86mm

e Faceplate should be Spring-loaded shutter or cap to protects from dust and
contaminants.
Write on labels in transparent plastic window - supplied with plate

¢ Should be able to support variety of jacks - UTP, STP, Fiber, Coax etc.

9U Rack Wall Mount

e Rack 9U 550mm with Front Glass Door (tinted, Toughened) with Lock & Key

e Rack Should be supplied with 5 No. PVC 1U Cable manager, Mounting
Hardware = 3 Nos ( Set of 20)

e Rack Must Be supplied with PDU 5/15 Amp 6 socket with MCB

* Rack Should be supplied with Two Nos. of Fans

Please Note: The quantity given above is tentative. Actual quantity may vary.

I accept the above Terms and Conditions
(Full Signature of the agency)
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Budgetary Quotation for Upgradation of Wi-Fi Infrastructure

Unit | G.5.T (?Ifsflfsli)J;c:f
Sr.No. | Items/Description Qty Unit Price | (on Unit
. G.S.T)
(in Rs) Rs.)
1 Wireless Controller 1 Nos.
2 | Layer 3 Switch (Core Switch - 24 Port) 1 Nos.
3| Layer 2 Switch (48 Port) 1 Nos.
4 Layer 2 Switch (24 Port) 8 Nos.
5 | Layer 2 Switch (12 Port) 7 Nos.
6 | Layer 2 Switch (8 Port) 25 | Nos.
7 Wireless Access Point (Indoor) 180 Nos.
8 Wireless Access Point (Outdoor) 3 Nos.
9 | SC-LC Patch Cable 60 | Nos
10 Cat 6 UTP Cable 50 Box
11 Cat 6 24 Port Loaded Patch Panel 15 Nos.
12 | UTP Patch Cord (3 Mir) 200 | Nos
13 | UTP Patch Cord (1 Mtr) 200 | Nos.
14 | /O with Gang box 200 | Nos.
15 | 9 U Rack Wall Mount 15 | Nos
16 | Conduit/Casing 1" 3000 | M
Installation, Testing, Commissioning, 1 Whole
17 | Integration, Penta Scanning, {As Per | Job
Documentation, Training etc. Actual)

Total in Rs.

Service Charge in Rs.

G.S.T on Service Charge (As Applicable) Rs.

Grand Total Rs.

Please Note: The quantity given above is tentative. Actual quantity may vary.

I accept the above Terms and Conditions
(Full Signature of the agency)






